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Copyright Notice
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implementing such standard, whether such implementation is foreseeable or not, nor to any patent owner
or claimant, and shall have no liability or responsibility for costs or losses incurred if a standard is
withdrawn or modified after publication, and shall be indemnified and held harmless by any party
implementing the standard from any and all claims of infringement by a patent owner for such
implementations.

For information about patents held by third parties which have notified DMTF that, in their opinion, such
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1 Foreword

The Security Protocols and Data Models (SPDM) Working Group prepared the SPDM to Storage Binding
Specification (DSP0286).

DMTF is a not-for-profit association of industry members that promotes enterprise and systems management and
interoperability. For information about the DMTF, see https://www.dmtf.org.

1.1 Acknowledgments

The DMTF acknowledges the following individuals for their contributions to this document:
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2 Introduction

DSP0286

This specification binds SPDM messages (DSP0274) and SPDM Secured Messages (DSP0277) to storage

protocols.

2.1 Document conventions
* Document titles appear in italics.

» The first occurrence of each important term appears in italics with a link to its definition.

» ABNF rules appear in a monospaced font.

2.2 Other conventions

Unless otherwise specified, all figures are informative.

6 Work in Progress
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3 Scope

This document defines the format of Security Protocol and Data Model (SPDM) messages over storage protocols.

3.1 Out of scope

The following topics are out of scope for this specification:

» Asynchronous notification from the Responder to the Requester.

» Translation of commands between different storage protocols.

3.2 Normative references

The following referenced documents are indispensable for the application of this specification. For dated or versioned
references, only the edition cited (including any corrigenda or DMTF update versions) applies. For references without
a date or version, the latest published edition of the referenced document (including any corrigenda or DMTF update
versions) applies.

* ACS-4, ATA/ATAPI Command Set — 4, ISO/IEC 17760-104, https://www.iso.org/standard/83120.html

+ DMTF DSP0274, Security Protocol and Data Model (SPDM) Base Specification, https://www.dmtf.org/dsp/
DSP0274

« DMTF DSP0277, Secured Messages using SPDM Specification, https://lwww.dmtf.org/dsp/DSP0277

» ISO/IEC Directives, Part 2, Principles and rules for the structure and drafting of ISO and IEC documents — 2021
(9th edition)

* NVMe, NVM Express Base Specification, https://nvmexpress.org/wp-content/uploads/NVM-Express-Base-
Specification-2.0¢c-2022.10.04-Ratified.pdf

» |ETF RFC5234, Augmented BNF for Syntax Specifications: ABNF, January 2008, https://tools.ietf.org/html/
rfc5234

+ SAM-6, SCSI Architectural Model — 6, ANSI INCITS 546-2022, https://standards.incits.org/apps/group_public/
project/details.php?project_id=1783

+ SBC-4, SCSI Block Commands — 4, ANSI INCITS 506-2021, https://standards.incits.org/apps/group_public/
project/details.php?project_id=1780

» SPC-6, SCSI Primary Commands — 6 rev 08, (INCITS number not assigned), http://www.t10.org/cgi-bin/
ac.pl?t=f&f=spc6r08.pdf

3.3 Terms and definitions

In this document, some terms have a specific meaning beyond the normal English meaning. This clause defines
those terms.

Version 1.0.0WIP90 Work in Progress 7
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The terms "shall" ("required"), "shall not," "should"("recommended"), "should not" ("not recommended"), "may," "need
not" ("not required"), "can" and "cannot" in this document are to be interpreted as described in ISO/IEC Directives,
Part 2, Clause 7. The terms in parentheses are alternatives for the preceding term, for use in exceptional cases when
the preceding term cannot be used for linguistic reasons. Note that ISO/IEC Directives, Part 2, Clause 7 specifies
additional alternatives. Occurrences of such additional alternatives shall be interpreted in their normal English
meaning.

The terms "clause," "subclause," "paragraph," and "annex" in this document are to be interpreted as described in
ISO/IEC Directives, Part 2, Clause 6.

The terms "normative" and "informative" in this document are to be interpreted as described in ISO/IEC Directives,
Part 2, Clause 3. In this document, clauses, subclauses, or annexes labeled "(informative)" do not contain normative
content. Notes and examples are always informative elements.

The terms that DSP0274 defines also apply to this document.

Term Definition

Generic term for a security related command that transfers data from the initiator to the
IF-SEND target. For NVMe, this is Security Send. For SAS, this is SECURITY PROTOCOL OUT. For
SATA, this is TRUSTED SEND and TRUSTED SEND DMA.

Generic term for a security related command that transfers data from the target to the

IF-RECV initiator. For NVMe, this is Security Receive. For SAS, this is SECURITY PROTOCOL IN.
For SATA, this is TRUSTED RECEIVE and TRUSTED RECEIVE DMA.

3.3.1 Equivalent terms

This binding specification primarily uses SPDM terminology. The following table explains how these terms align with
terms from the underlying storage protocol specifications.

SPDM Binding Specification Term SCSI Term ACS Term NVMe Term
TRUSTED SEND or
SECURITY )
IF-SEND TRUSTED SEND Security Send
PROTOCOL OUT
DMA
TRUSTED RECEIVE
IF-RECV SECURITY or 'lrJRSUSTED ° Security Receive
PROTOCOL IN y
RECEIVE DMA
Requester SCSI host Host Host
Responder SCSI target device Device Controller
Service delivery
Storage protocol SATA protocol NVMe protocol

subsystem

Work in Progress

Version 1.0.0WIP90
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3.4 Symbols and abbreviated terms

The abbreviations or notations defined in DSP0274 apply to this document.

3.5 Binding Information

This version of this specification binds to all published versions of the Security Protocol and Data Model (SPDM)
Specification (DSP0274), though some functionality might not be available under all versions.

This version of this specification binds to these versions of the Secured Messages using SPDM Specification
(DSP0277):

* Version 1.0.0 and all 1.0 errata versions
* Version 1.1.0 and all 1.1 errata versions

* Version 1.2.0 and all 1.2 errata versions

3.6 Annotation of differences between storage protocols

Where differences are not noted, this specification applies to all storage protocols that are in scope.

3.7 Bit and byte ordering

Version 1.0.0WIP90 Work in Progress 9
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48 o
4 Theory of operation
49 Figure 3422 — SPDM storage stack
50
Security Protocol Secured Messages
and Data Model using SPDM
(DSP0274) (DSP0277)
SPDM to Storage Binding
(DSP0286)
SCSI
Legend: DMTF Non-DMTF
51 Figure 3422 — SPDM storage stack shows a high-level view of the SPDM to Storage Binding. The SPDM to Storage

Binding allows endpoints to send messages defined by Security Protocol and Data Model (SPDM) Specification
(DSP0274) between storage endpoints. Further, this specification allows endpoints to exchange messages using the

Secured Messages using SPDM Specification (DSP0277).

10 Work in Progress
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5 Security protocol commands

SPC-6 specifies that the SECURITY PROTOCOL Code of exe8 shall be used for 1F-SEND and IF-RECV commands
for SPDM communication. Devices that use the SPDM SECURITY PROTOCOL Code shall conform to this
specification.

5.1 Protocol command format

5.1.1 IF-SEND format

Table 1 — IF-SEND field definitions describes the use of fields in the protocol specific 1F-SEND command. The fields
listed map directly to the IF-SEND storage command, so the storage specification in use defines the field sizes and
offsets. The use of fields not defined in the following table shall conform to the behavior defined in the protocol
specification in use.

Table 1 — IF-SEND field definitions

Field Usage
SECURITY PROTOCOL This field shall be setto exeg8 for SPDM commands.
SECURITY PROTOCOL SPECIFIC This field shall be used for Command management.

If allowed, devices shall support operation with either state of this

INC_512 field.

This field shall be the length of the command buffer to be transferred
TRANSFER LENGTH from the Requester to the Responder, inclusive of any required
padding.

5.1.2 IF-RECV format

Table 2 — IF-RECV field definitions describes the use of fields in the protocol specific 1F-RECv command. The fields
listed map directly to the IF-SEND storage command, so the storage specification in use defines the field sizes and
offsets. The use of fields not defined in the following table shall conform to the behavior defined in the protocol
specification in use.

Table 2 — IF-RECYV field definitions

Field Usage
SECURITY PROTOCOL This field shall be setto exeg8 for SPDM commands.
SECURITY PROTOCOL SPECIFIC This field shall be used for Command management.

Version 1.0.0WIP90 Work in Progress 11



61

62

63

64

65

66

67

68
69

SPDM to Storage Binding Specification DSP0286

Field Usage
INC 512 If allowed, devices shall support operation with either state of this
- field.
This field shall be the length of the command buffer to receive data
ALLOCATION LENGTH from the Responder to the Requester, inclusive of any required

padding.

5.1.3 Namespace addressing

When the securiTy proTocoL field is setto exes for an NVMe device, the use of the Namespace |dentifier (NSID)
field shall be reserved. When the SecuriTy proTOCOL field is setto exeg for a SCSI device, the use a LOGICAL
UNIT NUMBER other than LUN 0 or the SECURITY PROTOCOL well-known logical unit shall be reserved. ATA does
not support a field that is like Namespace Identifier or LOGICAL UNIT NUMBER.

5.2 Command management

The commandManagement structure shall be used in the SECURITY PROTOCOL SPECIFIC field in the 1F-senp and
IF-Recv command descriptor blocks, as Table 3 — Command management fields.

Table 3 — Command management fields

Byte offset Field Size (bytes) Description

Bit [1:0]. Shall contain the connectioniD for the

. command.
0 Operation 1 . . )
Bit [7:2]. Shall contain the spbMoperation field, as
Table 4 — SPDM operation codes defines.
1 Reserved 1 Reserved.

The connectionID field shall identify the SPDM connection for a command. All devices shall support ConnectionID
0, and shall support connectionID s from O to the value of the MaxConnectionID field in the SPDM Storage Discovery
response.

The sppbMoperation field shall identify the SPDM Storage Operation Code for this command, as Table 4 — SPDM
operation codes defines.

Some sPDMOperation s only support IF-SEND or IF-RECV , as Table 4 — SPDM operation codes defines.

Table 4 — SPDM operation codes

SPDMOperation Value Command Mandatory 1IF-SEND Support IF-RECV Support Description
See SPDM

0x01 SPDM Storage Discovery Mandatory No Yes Storage
Discovery.

12 Work in Progress Version 1.0.0WIP90
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SPDMOperation Value Command Mandatory 1IF-SEND Support IF-RECV Support Description
See SPDM
0x02 SPDM Storage Pending Info Optional No Yes Storage
Pending Info.
See SPDM
0x05 SPDM Storage Message Mandatory Yes Yes Storage
Message.
See SPDM
) Storage
0x06 SPDM Storage Secured Message Optional Yes Yes
Secured
Message.
All other values Reserved Reserved.
Version 1.0.0WIP90 Work in Progress 13
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6 SPDM Storage commands

DSP0286

The following commands are defined by this specification to manage the SPDM characteristics of the storage

protocol.

6.1 SPDM Storage Discovery

The SPDM Storage Discovery command reads the SPDM parameters from a device, and is read using IF-RECV .
The SPDM Storage Discovery command shall be formatted as Table 5.1 — SPDM Storage Discovery command

format defines.

Table 5.1 — SPDM Storage Discovery command format

IF-RECV Field

SPDMOperation

Table 5 — SPDM Storage Discovery response data

Byte offset Field Size (bytes)
0 DatalLength 2
2 StorageBindingVersion 2
4 Byte4 1
5 Reserved 3

Value

0x1

Description

The DataLength field shall return the number of
available bytes in the SPDM Storage Data, not
including any Pad fields. This value might exceed
the Allocation Length in the 1F-RECV command.

The storageBindingVersion for devices that
implement this version of the SPDM to Storage
Binding Specification shall be set to exieee .
Table 6 — Storage binding version format defines
the format of this field.

Bit [1:0]. MaxConnectionID. The MaxConnectionID
field shall contain the maximum ConnectionID for
the device. A value of 0 indicates that the device
supports one connection. The MaxConnectionID
and connectionID fields are specific to the device
and storage protocol in use, and should not apply
to other protocols.

Bit [7:2]. Reserved.

Reserved.

14 Work in Progress
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Byte offset Field Size (bytes) Description

The Supportedoperations field shall return a bit
mask of the spDMOperation s that the Responder
supports. The bit position corresponding to an
SPDMOperation enumeration shall be setto 1 to
8 SupportedOperations 8 indicate support for corresponding
SPDMoperation , for both Mandatory and Optional
SPDMoperation s. For instance, if a Responder
supports SPDM Storage Message , it would set Bit[5]
of SupportedOperations t0 1.

16 Reserved 16 Reserved.

76 Table 6 — Storage binding version format

Bit Field Value

Shall be the major
version of the storage
protocol binding. See
DSP0274 for
description of major

[15:12] MajorVersion

version.

Shall be the minor
version of the storage
protocol binding. See
DSP0274 for
description of minor

[11:8] MinorVersion

version.

Shall be the update
version of the storage
protocol binding. See
DSP0274 for
description of Update
version.

[7:4] UpdateVersionNumber

Shall be the alpha
version of the storage
protocol binding. For
released versions, this
field shall be zero. See
DSP0274 for
description of alpha
version.

[3:0] Alpha

7 6.2 SPDM Storage Pending Info

78 The sPDM Storage Pending Info command returns information about pending response data being held by the

Version 1.0.0WIP90 Work in Progress 15
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endpoint for the connection indicated in the requested cConnectionID , and is read using IF-RECV . The SPDM Storage
Pending Info command shall only be used with SPDM Storage Message and SPDM Storage Secured Message . In
storage protocols, the Requester must allocate a buffer to be used with the 1F-RECYv command, but does not know
the size of the response data that the Responder has pending. The Requester can use one or more of the following
approaches to manage the size of the 1F-Recv buffer for response data. The format of the response data is fixed for
a given version of the SPDM to Storage Binding Specification, so the Requester can reliably know the expected
length of the response data.

» Use a lookup table or other similar mechanism to predict the size of the response data.

* If both endpoints support SPDM Large Messages ( CHUNK_CAP = 1 ), the Requester can allocate a receive buffer
of at least DataTransferSize .

 If the Responder supports the spDM Storage Pending Info message, the Requester can use the response data
to ensure that it allocates a large enough buffer.

If a Responder uses the SPDM Large Message transfer mechanism to break a response into pieces, the spbm
Storage Pending Info response data does not update during the Large Message transfer. When the currently
pending response has completed transmission, the Responder shall clear the sPbM Storage Pending Info response
validResponse flag until a new command is received.

Table 7 — SPDM Storage Pending Info command format

IF-RECV Field Value

SPDMOperation 0x02
The length of the sPbM Storage Pending Info response data for this version of the SPDM to Storage Binding
Specification shall be 12 bytes.

Table 8 — SPDM Storage Pending Info response data

Byte offset Field Size (bytes) Description

The pataLength field shall return the number of
available bytes in the response data, not including
any Pad fields. This value might exceed the
Allocation Length in the 1F-RECV command.

0 DatalLength 2

The storageBindingversion for devices that
implement this version of the SPDM to Storage

2 StorageBindingVersion 2 Binding Specification shall be set to exieee .
Table 7 — Storage binding version format defines
the format of this field.

16 Work in Progress Version 1.0.0WIP90
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Byte offset Field
4 PendingInfoFlag
8 ResponselLength

6.3 SPDM Storage Message

Size (bytes)

SPDM to Storage Binding Specification

Description

The PendingInfoFlag field shall contain flags
regarding the SPDM Storage Pending Info
response.

+ Bit[0]. ValidResponse. Shall be setto 1 to
indicate that a pending response is available
and the ResponseLength field contains a valid
pending response length. This bit shall be set
to e toindicate that a valid response is not
available.

All other values reserved.

The ResponselLength field shall return the number
of available bytes in the currently pending
response message for the connection indicated in
the connectionID field. The value in this field
shall be set to a non-zero value if the

PendingInfoFlag . ValidResponse bitis setto 1.
Otherwise, the value in this field shall be set to
zero.

The SPDM Storage Message uses IF-SEND and IF-Recv to send and receive SPDM messages, as defined in

DSP0274, between an initiator and a target. This binding specification requires that SPDM be used in a request/
response flow, and does not support targets sending messages asynchronously.

As Figure 1 — Storage message flow shows, SPDM Storage Message commands are unidirectional. An individual
command can only send data or receive data. To handle this restriction, the Storage Binding Specification uses the
IF-SEND and IF-RECV commands in a pair. An IF-SEND is used to send a request and any associated data from the
initiator to the target. The target completes this command with status. The initiator then sends an 1F-rRecv from the
initiator to the target. Finally, the target sends the SPDM response message and status to complete the IF-rRecv .

Figure 1 — Storage message flow

Version 1.0.0WIP90
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Initiator Target

IF-SEND with

SPDMOperation =5
ConnectionID = 0

SPDM Command GET_DIGEST

IF-SEND (5:0, GET_DIGEST)

SUCCESS: Response with SUCCESS

IF-RECV with
IF-RECV (5:0) SPDMOperation = 5
| ConnectionID = 0

|<7DIGEST Response Response with DIGEST data

6.3.1 SPDM Storage Message IF-SEND

The spDM Storage Message IF-SEND shall be used to send an SPDM request from an initiator to a target. The data
buffer shall contain request data that is of length Transfer Length , including any Pad bytes.

The spbMoperation field in the IF-SEND shall be setto ex5 to indicate sPDM Storage Message .

The data buffer transmitted from the initiator to the target shall be an SPDM request.

6.3.2 SPDM Storage Message IF-RECV

The sPDM Storage Message IF-RECV shall be used to transfer an SPDM response from a target to an initiator. The
response data shall be in a data buffer, the size of which is less than or equal to the value in the Allocation Length
field.

The spbMoperation field in the IF-Recv shall be setto exs to indicate SPDM Storage Message . The value in the
ConnectionID field in the SPDM Storage Message IF-RECV shall be the same as the value in the ConnectioniD field
in the corresponding SPDM Storage Message IF-SEND .

The data buffer transmitted from the target to the initiator shall be the SPDM response data, including any ERROR
response data.

6.3.3 SPDM Storage Message status

Two status values apply to sPDM Storage Message S. The storage protocol defines errors related to the operation of
the protocol. Errors in transmitting an SPDM Storage Message or associated data shall result in a protocol defined
error response. Error responses related to an SPDM message are reported using the SPDM ERROR response. An
SPDM ERROR response should be associated with a successful status for the storage protocol, unless a protocol
condition occurs in conjunction with the SPDM ERROR response.

18 Work in Progress Version 1.0.0WIP90
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6.3.4 Encapsulated request flow
Since the SPDM Storage Binding does not support asynchronous requests from a target to an initiator, any message
flows that require a target to send a request to the initiator shall use the SPDM Encapsulated Request Flow.

Storage encapsulated message flow shows the SPDM encapsulated message flow for a storage protocol. When an
initiator starts an encapsulated flow, the initiator shall use the same connectioniD for all messages in the
encapsulated flow.

Figure 2 — Storage encapsulated message flow

Initiator Target

IF-SEND with
SPDMOperation =5
ConnectionID = 0

j—lF-SEND (5:0, GET_ENCAPSULATED_REQUEST)
SPDM Command GET_ENCAPSULATED_REQUEST

Response with SUCCESS

SUCCESS

IF-RECV (5:0)44>{
ENCAPSULATED_REQUEST (GET_DIGEST)

IF-SEND (5:0, DELIVER_ENCAPSULATED_RESPONSE(DIGEST))

Y]

IF-RECV with
SPDMOperation =5
ConnectionID = 0

Response with
ENCAPSULATED_REQUEST (GET_DIGEST)

IF-SEND with

SPDMOperation =5

ConnectionID = 0

SPDM Command

| DELIVER_ENCAPSULATED_RESPONSE (DIGEST)

I SUCCESS
IF-RECV (5:0)

Response with SUCCESS

IF-RECV with
SPDMOperation =5
ConnectionID = 0

Response with
ENCAPSULATED_RESPONSE ()

|<—ENCAPSULATED_RESPONSE ()

6.4 SPDM Storage Secured Message

The SPDM Storage Secured Message uses IF-SEND and IF-Recv to send and receive Secured Messages, as defined
in DSP0277, between an initiator and a target. The SPDM Storage Secured Message uses descriptors and buffers to
describe the messages and/or data that is transported by the Secured Message. The data buffer for an spbM Storage
Secured Message shall follow the format shown in Figure 31131 — SPDM Storage Secured Message data buffer and
described in this clause. When an initiator sends a Secured Message to a target, the initiator shall use 1F-SEND with
the buffer format described in this clause. When a target responds to an initiator, the target shall fill the buffer
supplied by 1F-rRecv with data in the buffer format described in this clause.

Version 1.0.0WIP90 Work in Progress 19



SPDM to Storage Binding Specification DSP0286

105 If encryption is enabled, the message data is encrypted from Application Data Length through Random Data ,
inclusive. The Message Authentication Code calculation covers the fields from the Reserved at offset O through
Random Data , inclusive. The fields from Num Descriptors through Command or Data Buffer , inclusive, shall be
treated as the Application Data as described by DSP0277.
106 Figure 31131 — SPDM Storage Secured Message data buffer
107
~eserved
I Plain text I
I Secured Message Header I
Message Authentication Code Dol 0
108 Note: Figure 31131 — SPDM Storage Secured Message data buffer is not drawn to scale.
109 Table 9 — SPDM Storage Secured Message data buffer field descriptions describes the fields shown in Figure 31131
— SPDM Storage Secured Message data buffer.
110 Table 9 — SPDM Storage Secured Message data buffer field descriptions
Byte offset Field Size (bytes) Description
0 Reserved 4 Reserved.
. Shall be the session 1D field as DSP0277
4 Session ID 4 .
defines.
8 Length 2 Shall be the Length field as DSP0277 defines.
L Shall be the Application Data Length field as
10 Application Data Length 2 .
DSP0277 defines.
12 Reserved 4 Reserved.
20 Work in Progress Version 1.0.0WIP90
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Byte offset Field Size (bytes)
16 Num Descriptors 1
17 Reserved 3
SPDM St S M
20 . HELIE DS Al 16 * Num Descriptors
Descriptor
20+ 16 * Num .
Secure Message Data Variable
Descriptors
Variable Command or Data Buffer Variable
Variable Random Data Variable
. Message Authentication Code .
Variable Variable

(MAC)

Table 10 — SPDM Storage Secured Message descriptor format describes
Descriptor format.

Table 10 — SPDM Storage Secured Message descriptor format

Byte offset Field Size (bytes)
0 Reserved 1
1 DescType 1
2 Status 1

Description

Shall be the number of sSPDM Storage Secure
Message Descriptor elements in this SPDM
Storage Secured Message data buffer.

Reserved.

Shall be Num Descriptors instances of the sppm

Storage Secure Message Descriptor .

Shall be Num Descriptors buffers that contain
data described by the spDM Storage Secure

Message Descriptor s. See Table 10 — SPDM
Storage Secured Message descriptor format.

Shall be the command and/or data buffer
described by the SPDM Storage Secure Message

Descriptor S.

Shall be the Random Data field as DSP0277
defines.

Shall be the Message Authentication Code field as
DSP0277 defines.

the sPDM Storage Secured Message

Description
Reserved.

Shall be the type of the descriptor element. See
Table 11 — SPDM Storage Secured Message
descriptor types. One SPDM Storage Secured
Message shall contain no more than one descriptor
in the command category ( DescType = @x01 to
oxe4 ) and shall optionally contain no more than
on descriptor in the Data Buffer category

( DescType = ox40 ). As SPDM does not use an
associated data buffer, so a descriptor of type
SPDM ( DescType = oxe4 ) shall not include an
associated data buffer.

In an type SPDM storage secured message
request, this field shall be reserved. In an SPDM
storage secured message response, this field
shall be populated as Secured message
encapsulated status defines.

Version 1.0.0WIP90 Work in Progress
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Byte offset Field Size (bytes) Description
3 Reserved 1 Reserved.

Shall be the length of the corresponding Secure

4 Length 4
Message Data element.

Shall be the offset of the corresponding secure
Message Data element from the start of the sppm
Storage Secured Message data buffer. If the

8 Offset 4 Length and/or offset f(?r one Secure Message
Data element overlaps with any other Secure
Message Data element in this message, the device
shall return a protocol error. See SPDM Storage

protocol status.

12 Reserved 4 Reserved.

113 Table 11 — SPDM Storage Secured Message descriptor types describes the details of the DescType field in the spbm

Storage Secured Message Descriptor .

114 Table 11 — SPDM Storage Secured Message descriptor types

DescType Value Category Description

Shall describe an NVMe command as the NVM Express

0x01 Command I .
Base Specification describes.

Shall describe a SCSI Command Descriptor Block as the

0x02 Command . .
SCSI Architectural Model describes.

Shall describe an ATA command as the ATA/ATAPI

0x03 Command Command Set describes.

Shall describe an SPDM request or response message as
0x04 Command DSP0274 describes. This DescType is used to transmit
SPDM commands in a secured session.

Shall describe a data transfer buffer. The data transfer buffer

0x40 Data Buffer shall immediately follow the command with which it is
associated.
All others Reserved All others reserved.

115 6.4.1 Use of descriptors

116 The use of SPDM Storage Secured Message Descriptor Sinthe SPDM Storage Secured Message allow a single Secured
Message to transmit all elements of a single command to an endpoint. A Requester shall send only one spbm
Storage Secured Message per connection at a time, and shall wait for a response or timeout before sending the next
SPDM Storage Secured Message in that connection. The use of descriptors shall not allow endpoints to bypass any
message restrictions outlined in SPDM (DSP0274) or Secured Messages (DSP0277).
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117 If a device cannot process the provided command or data buffer, the device shall return an appropriate error defined
by the protocol specification.
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'® 7 Storage protocol specific behavior

119 7.1 Transcript hash calculation

120 Transcript hashes shall be calculated as DSP0274 describes. The transcript hash shall be calculated over the
contents of SPDM Storage Message data buffers, but shall not include the fields in IF-SEND and 1IF-Recv . The
transcript hashes shall not include any pad data from the data buffer.
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8 Storage specific accommodations

8.1 Device reset handling

Each storage protocol or its underlying transport defines one or more reset operations. This clause specifies SPDM
behaviors related to these resets. Storage protocol and underlying transport resets that are not specified in this
section shall not have an effect on the SPDM protocol behavior.

When using the SCSI protocol on a SAS transport, the mapping of resets to SPDM behavior shall follow the behavior
that Table 12 — SAS transport reset to SPDM mapping defines.

Table 12 — SAS transport reset to SPDM mapping

SAS Reset Event SPDM Behavior
LOGICAL UNIT RESET task management function Device reset.
Link reset sequence with hard reset Device reset.

When using the ACS protocol, the mapping of resets to SPDM behavior shall follow the behavior that Table 13 —
ACS protocol reset to SPDM mapping defines.

Table 13 — ACS protocol reset to SPDM mapping

ACS Reset Event SPDM Behavior

COMRESET with Software Settings Preservation disabled Device reset.

When using the NVMe protocol, the mapping of resets to SPDM behavior shall follow the behavior that Table 14 —
NVMe reset to SPDM mapping defines.

Table 14 — NVMe reset to SPDM mapping

NVMe Reset Event SPDM Behavior

NVMe subsystem reset Device reset.

8.2 Status response hierarchy

When using the commands defined by this specification, error responses can occur in multiple domains, or at
multiple layers of the interface between the Requester and Responder. The device shall report errors in the following
domain order, and is not required to report status from a lower priority domain when a higher priority domain has a
non-successful completion status. The following list gives the order in which error domains are processed, with the
lowest numbered domain being given highest priority.

1. Transport status. Transport status shall encompass all status that indicate whether the request or
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response was correctly received by the other device. Transport errors can include, but are not limited
to, errors at the physical, link, or transport layer. These errors shall be reported using protocol or
transport-defined error messages.

2. SPDM Storage protocol status. The domain of SPDM Storage protocol status shall define status
reporting, as the SPDM Storage protocol status clause defines, for errors that are detected in the
format or contents of an IF-SEND or IF-Recv that contains an SPDM Storage protocol command, as
Table 4 — SPDM operation codes defines.

3. SPDM protocol status. SPDM protocol status shall report status as DSP0274 and DSP0277 define.
Any hierarchy or prioritization of error status reporting between these specifications shall be as these
specifications define.

4. Secured message encapsulated status. Status that is reported in response to a command sequence
that occurs in an SPDM Storage Secured Message session shall be reported in a session using a
Secured message encapsulated error. See Secured message encapsulated status.

8.2.1 SPDM Storage protocol status

This specification refers to errors that fall into the SPDM Storage protocol status category as SPDM Storage Protocol
Error S. Devices shall report sPbM Storage Protocol Error S using protocol specific error codes. A Responder shall
send status using the same protocol as the protocol used for the associated request.

8.2.1.1 SCSI protocol status

Table 15 — SCSI reporting of SPDM Storage Protocol Errors defines the reporting of SPDM Storage Protocol Error s
using the SCSI protocol.

Table 15 — SCSI reporting of SPDM Storage Protocol Errors

SPDM Storage Protocol Error SCSI Status SCSI Sense Key SCSI ASC/ASCQ Comments
NO ADDITIONAL SENSE Normal
D NO SENSE
Success GOO O SENS INFORMATION commar.1d
completion.
Invalid or unsupported value in CHECK ILLEGAL No data shall
INVALID FIELD IN CDB
Command management CONDITION REQUEST be transferred.
) ) CHECK ILLEGAL No data shall
Invalid Transfer Length in IF-SEND INVALID FIELD IN CDB
CONDITION REQUEST be transferred.
HECK ILLEGAL N hall
Other Invalid Command Parameter | 1c = G INVALID FIELD IN CDB © data sha
CONDITION REQUEST be transferred.

8.2.1.2 ATA protocol status

Table 16 — ACS reporting of SPDM Storage Protocol Errors without SDR defines the reporting of spbM Storage
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Protocol Error s using the ATA/ATAPI Command Set when Sense Data Reporting (SDR) is not available (due to
SDR not being available, SDR being in a disabled state, or the SENSE DATA AVAILABLE bitis setto e ).

Table 16 — ACS reporting of SPDM Storage Protocol Errors without SDR

SPDM Storage Protocol Error ATA Status Field
Success 0x50 0x00
Invalid or unsupported value in Command

0x51 0x04
management
Invalid Transfer Length in IF-SEND 0x51 0x04
Other Invalid Command Parameter 0x51 0x04

ATA Error Field Comments

Normal command
completion.

No data shall be
transferred.

No data shall be
transferred.

No data shall be
transferred.

If the device supports SDR, SDR is enabled, and the SENSE DATA AVAILABLE bitis setto 1, then status shall be
reported as Table 15 — SCSI reporting of SPDM Storage Protocol Errors defines, with the addition that Bit[1] of the

ATA Status Field shallbe setto 1.

8.2.1.3 NVMe protocol status

Table 17 — NVMe reporting of SPDM Storage Protocol Errors defines the reporting of SPbM Storage Protocol

Error s using the NVMe protocol.

Table 17 — NVMe reporting of SPDM Storage Protocol Errors

SPDM Storage Protocol Error NVMe Status Code Type

Success Generic Command Status

Invalid or unsupported value in
ot Generic Command Status
Command management

Invalid Transfer Length in IF-
SEND

Generic Command Status

Other Invalid Command
Parameter

Generic Command Status

NVMe Status Code

Successful Completion

Invalid Field in Command

Invalid Field in Command

Invalid Field in Command

8.2.2 Secured message encapsulated status

NVMe Do Not Retry Bit Comments

Normal
0 command
completion.

No data shall

be transferred.

No data shall

be transferred.

No data shall

be transferred.

The status of an encapsulated command in secured message is returned using an SPDM Storage Secured Message

Descriptor .

Version 1.0.0WIP90 Work in Progress
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If the command is an SPDM Request, then the status shall be returned in an SpPDM Message . This response takes the
form of either an SPDM formatted response to the request, or an ERROR response.

If the command is an NVMe, SCSI, or ATA command, the response status shall be returned in the status field of a
Data Buffer type SPDM Storage Secured Message Descriptor . See Table 10 — SPDM Storage Secured Message
descriptor format. In this case, the status field shall contain a StatusCode as Table 18 — Encapsulated Response
Status Codes defines. If the StatusCode is any value other than success , the Data Buffer pointed to by the spbm
Storage Secured Message Descriptor shall only contain StorageErrorData , if any is defined. If StorageErrorData is
not defined for the given statusCode , the Length and offset fields of the Data Buffer type SPDM Storage Secured
Message Descriptor shall be setto o .

Table 18 — Encapsulated Response Status Codes

StatusCode Value StatusCode StorageErrorData Description

The command completed

0x00 Success None .
without an error.

The device encountered an
error while processing the
request. Protocol specific
mechanisms may contain
additional information about

0x01 General Error None

the error.

The command code is not
recognized or not supported
in an SPDM storage secured
message.

0x02 Invalid Command None

The command contains one
0x03 Invalid Field None or more fields that are not
valid.

The format of the Vendor
Defined StatusCode shall b
See Vendor defined secured etine atust-ode shallbe

OxFF Vendor Defined as Vendor defined secured
message encapsulated status
message encapsulated status

defines.

8.2.2.1 Vendor defined secured message encapsulated status

The format for the vendor Defined Secured Message Encapsulated Status shall be as Table 19 — Vendor defined
secured message encapsulated status defines. This format follows the svH format as defined in DSP0274.

Table 19 — Vendor defined secured message encapsulated status

28 Work in Progress Version 1.0.0WIP90
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Offset

2 + VendorLen

2 + VendorLen + ErrorDatalen

Field

VendorLen

VendorID

ErrorDatalLen

VenErrorData
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Length (bytes)

VendorLen

ErrorDatalLen

Description

Shall be one of the
values in the 1D
column of "Registry
or standards body ID"
table as defined in
DSP0274.

Length in bytes of the
VendorID field.

If the definition of the
data in ErrorData
belongs to a
standards body, this
field shall be 0.

Otherwise, the
definition of the data
in ErrorData
belongs to the
identified vendor and
therefore, this field
shall be the length
indicated in the
Vendor ID column of
"Registry and
standards body ID"
table for the
respective 1D
defined in DSP0274.

If vendorLen is
greater than zero,
this field shall be the
ID of the vendor
corresponding to the
10 field. Otherwise,
this field shall be
absent.

Shall be the length, in
bytes, of the
ErrorData field.

Shall contain the
vendor or standards
body defined error
data.

Version 1.0.0WIP90
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8.3 Padded transactions

Certain storage protocols require or support specifying the size of 1F-SEND and IF-RECV transactions in increments
of either 4 bytes or 512 bytes. If a command specifies a buffer size that is larger than the message that is being
transmitted, the buffer requires a pad at the end of the buffer. In such a case, the SPDM message shall start from
Byte[0] of the message. The pad bytes shall fill from after the end of the SPDM message until the end of the data
buffer. For 1F-SeND , the Requester shall use 0x00 for the pad value and the Responder shall ignore the pad value.
For 1F-RECV , the Responder shall use 0x00 for the pad value and the Requester shall ignore the pad value. See
Transcript hash calculation for implications of pad values on transcript hash calculations.

8.4 Multi-path handling

A Requester is expected to use protocol specific commands to discover the relationship between different ports on
the same device. When a Responder supports multiple paths (multiple routes over the transport to the same
endpoint), SPDM defined information in the payload that is presented by the Responder shall be the same for all
paths unless the change in the information reflects the path differences. The connection between a given Requester
and a specific Responder port shall be considered a unique SPDM connection. Because SPDM connections are
unique per device port, SPDM sessions cannot be shared across device ports.

Response data, such as certificate chains and measurements, should be the same regardless of which port is used
to retrieve the data. In some cases, a response may include port-specific information, in which case the information is
required to be specific to the port through which it is retrieved.
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" 9 ANNEX A (informative) change log

158 9.1 Version 1.0.0 (in progress)

* Initial release
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